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An Approach to Analyzing Erroneous Program
Behavior Based on Exception Control Flow
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Abstract: In this paper, the propagation process of “fault-
error-exception” chain in programs is analyzed by fault
injection experiments. With representation of the exception
control flow at function level, the error and its impact on
program hehavior are analyzed, a model of erroneous program
behavior is established. An automatic analysis tool based on
the proposed approach is developed and is used to analyze the
erroneous behaviors of the significant components in
OpenStack. The experimental results validate the validity and
rationality of the proposed approach, which provides a new
means to automatically analyze the erroneous behavior and
collect the valid error set for large-scale programs with
exception handling mechanism.
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Fig.1 "fault-error-exception/failure" process with EHM

X} Android =25 800 >R FH 414 Fr #E4T B9 600
T3 T A0 A A B R S S R R . 4
1020 BB FIZR R AT et L3 B R AL B i S
B .

AL UL A A 2 B 45 B HE R T Ipbench FlI
OpenStack #0414 nova HXT 4, & F ODC
T2 B R R 40 A B » DA A8 S 1 Jr = S e
FEEASCS, LA R IR 1GRTH E R 5k
S+ BREED.

7E Ipbench Hdtyi A 348 ANk, Hor 255 ik
RS TEFMHE, B 249 KR EARMBIERT
FIHE.

& nova by A 1 018 MR, oK i) BUAR 7 A
BB R 1 WAL 419 NSRS 5 B 224515 3
BB IE, TRERIERA : © 7 Z54NEBIE v
FRZ AT ENERIGL; © B EEBRFRIITE



974

M ¥F K % 2 m(E AR 2B

H46 %

®1 HEEANZBER

Tab.1 Results of fault-injection experiments
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K fault injection
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Fig.2 Example of an error raises exception directly
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% fault injection — error propagation
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if not cell name:
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Fig.3 Example of an error raises exception with certain propagation

Fig.4 Exception propagation process at function level
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